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The following procedure describes the Azure ARC deployment model in different 

environments, both the incorporation of a single server and the deployment of several servers. 
Keep in mind that this deployment model is a model that is based on the principle of a 

company. OnPremise that has an Active Directory within your organization.

SUMMARY





1. Validation should be performed to determine whether it is an 
On-Premise environment or a multi-Cloud environment such as 
Amazon Web Services (AWS) or Google Cloud Platform (GCP) 
for the implementation of this component.

2. The company should preferably have a domain controller with 
its respective functionalities enabled and active, including:
1. Group Policy Object.
2. DC replication is functioning correctly.
3. Additionally, there should be connectivity to port 443 and 

outbound access to the following URLs, as detailed in the 
accompanying documentation.

FOR CONNECTIVITY
Connected Machine agent network requirements.

FOR AZURE ARC AGENT INSTALLATION
Machine agent prerequisites

3. Azure Environment Preparation: The preparation of the 
environment in Azure is crucial because On-Premise machines, both 
Windows and Linux, should be hosted in separate resource groups. It 
is essential that this landing zone is specifically designed for hosting 
Windows/Linux computer objects within these groups.

The Landing Zone will be explained in a general manner, but please 
note that this is just an example configuration. Keep in mind that all 
infrastructures, companies, and core business structures are entirely 
different.

4. The IT Administrator or IT Operator must have Global 
Administrator permissions in Azure, and on-premise, they must be a 
Domain Administrator to successfully complete the task.

5. The client must have a subscription in Azure that is associated with 
their Microsoft 365 tenant or should add a new subscription in Azure 
if creating one for the first time. If it is a new subscription, please 
contact the Intcomex support team.

https://learn.microsoft.com/en-us/azure/azure-arc/servers/network-requirements?tabs=azure-cloud
https://learn.microsoft.com/en-us/azure/azure-arc/servers/prerequisites




The landing zone is described as the landing area where we will host our infrastructure to be managed through the Azure 
ARC component. This will help us maintain order within the business ecosystem.

Creating a Resource Group
We will proceed with the creation of resource groups by navigating to https://portal.azure.com and then in the "Resource 
Group" section, click on "Create."

1. Resource Group 2. Create

https://portal.azure.com/


In this space, you will create the name for the resource group. In this 
case, for the purpose of the example exercise, we will name it 
"GR_ARC_WIN," referencing systems with the Windows operating 
system.

In the "Tags" section, leave it blank and click on "Next."

Once you have verified all the items, 
click on "Create."

Repeat the same procedure for 
creating the resource group for 
Linux servers by creating a group 
named "GR_ARC_LX."





In the process of onboarding servers to 
Azure Arc, the first step is to generate 
the script from https://portal.azure.com
Navigate to the Azure Arc section, as 
shown in the attached image.

Once inside Azure Arc, go to the 
"Machines" section located at the 
bottom left of the vertical menu. There, 
you will be presented with the options 
for onboarding.

After clicking on "Add a virtual machine," you will be taken to 
the next window. Click on "Add a single server" and then on the 
"Generate Script" button.

https://portal.azure.com/


Here, in this menu, you will fill in the options displayed on the 

screen, such as:

1. Subscription

2. Resource Group (GR_ARC_WIN)

3. Region for deployment (For South America, excluding Brazil, 

Uruguay, Paraguay, Chile, and Argentina, deploy in the 

EastUs2 zone, the same applies to Central and the 

Caribbean.)

4. Operating system (Windows or Linux)

5. Connectivity mode: Public connection

6. Leave "Enable Auto Upgrade" unchecked

After entering this information, click on "Next."



In this option, you will:

1. Configure location tags for servers, indicating whether they 

are in a data center, another physical location, outside the 

city, or in another city. These tags help identify the place 

where the servers are located. For this case, configure it 

according to the needs of each client.

Then, click on "Next."



Once the parameterization is completed, you can download the 

onboarding script to link servers manually or in an assisted 

manner, one by one.

Click on "Download," and the downloaded script will be stored 

in your Downloads folder. Once there, transfer it to the server 

you want to link and execute it using the PowerShell X86 tool as 

an administrator.





In the previous step, you downloaded the script. In this 
space, you download the script onto the server and 
execute it as an administrator to incorporate the server 
into Azure ARC. Right-click on the script and select the 
option to "Run with PowerShell."

In this process, the installation of the Azure Arc Agent on the server 
you want to incorporate into the cloud platform is evident.

It will request the credentials of the Global 
Administrator of the company's tenant.

After entering the credentials, the next 
window will confirm the server's 
incorporation into the cloud, and the 
PowerShell window will close automatically.



Once the previous process is completed, go to https://portal.azure.com, navigate to the Azure Arc 
section -> Machines, and there you will observe the server's incorporation through the assisted script.

https://portal.azure.com/


If you want to gain a deeper understanding of Azure Arc, we provide the following links with 
valuable information to delve more deeply into the Azure Arc tool.

ADDITIONAL DOCUMENTATION

https://learn.microsoft.com/en-us/training/modules/intro-
to-azure-arc/

https://learn.microsoft.com/es-es/azure/azure-
arc/overview

https://learn.microsoft.com/es-es/azure/azure-arc/servers/onboard-
service-principal



WELCOME TO A NEW ERA
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